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Abstract—Timed B2Scala extends the B2Scala tool by inte-
grating explicit timing into the Bach coordination language and
encapsulating topic-based communication into Bach primitives.
This extension aims to support the modeling and experimentation
of time-sensitive behaviors in distributed systems, particularly in
contexts such as cyber-physical systems. While Timed B2Scala
provides the means to implement and test scenarios involving
temporal constraints and topic-based communication, it does not
propose a theoretical model to reason on such systems. Instead,
this paper focuses on the tool’s implementation and its application
to a specific use case inspired by the ROS2 system, demonstrating
the capabilities of Timed B2Scala in addressing timing and
topic-specific requirements. The presented work highlights the
potential of this approach for advancing the exploration and
verification of timing-related aspects in distributed systems.

Index Terms—Coordination, Bach, B2Scala, Symbolic Model,
Security protocols, ROS2.

I. INTRODUCTION

Distributed systems, particularly those in cyberphysical do-

mains, increasingly rely on precise coordination and real-time

communication to meet the demands of modern applications

[20]. These systems often require modeling frameworks ca-

pable of addressing time-sensitive interactions and dynamic

context-aware communication patterns. Errors in timing or

message routing can lead to critical failures in applications

such as autonomous vehicles, smart grids, and industrial

control systems [12].

The Bach coordination language [7]–[10], integrated into

Scala through the B2Scala tool, provides a foundation for

exploring concurrency and interaction in distributed systems.

However, the original Bach language lacks the constructs to

explicitly address timing constraints and topic-based commu-

nication, which are essential for real-time and context-aware

systems. These limitations become significant when attempting

to model complex systems like ROS2, which is based on a

publish-subscribe communication model that involves timing

constraints and topic-specific message exchanges.

This paper introduces Timed B2Scala, an extension of

the B2Scala framework that incorporates timing constraints

and topic-based communication primitives. Timing constraints

enable the representation of time-sensitive interactions, while

topic-based communication supports selective message ex-

change based on defined contexts. Together, these features
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aim to address the specific requirements of distributed systems

operating in real-time environments.

The ROS2 communication framework serves as the primary

use case for this work. ROS2’s publish-subscribe model [5],

coupled with its timing and topic-based requirements, is mod-

eled in Bach using the proposed extensions. Furthermore, this

paper demonstrates an attempt to represent an attack scenario

within this framework. It is important to note that the work

presented here focuses on proposing how the model can be

implemented and demonstrating its initial application. Testing

and validating the implementation in the tool are beyond

the scope of this paper but are addressed in D. Ouardi’s

PhD thesis, which more broadly explores coordination-based

process algebra for security protocols.

This paper outlines the proposed extensions to the B2Scala

framework and their application to ROS2’s communication

model and also highlights the potential of these extensions

to address the demands of real-time and topic-based systems,

providing a foundation for future research and tool refinement

in this domain.

II. BACKGROUND

A. Bach Language

Bach is a coordination language based on the Linda model

[3], [4], which uses a shared space for process communication.

Its core primitives, ask, nask, get, and tell, offer a synchroniza-

tion between processes through the availability of information.

Table II provides an overview of these primitives.

Primitive Syntax Description

tell tell(t) Inserts a tuple t into the shared tuple space.

get get(t) Retrieves and removes a tuple matching t

from the shared tuple space.

ask ask(t) Checks if a tuple matches t in the shared
tuple space (non-destructive).

nask nask(t) Checks if none of the tuples of the shared
tuple space match t.

TABLE I
PRIMITIVES IN BACH COORDINATION LANGUAGE

The Bach coordination language also provides classical

compositional operators for building complex instructions in

concurrent systems [13], [14], as shown in Table II. The

sequential composition operator (P ; Q) ensures that process

P is executed fully before process Q begins, establishing a

strict order of execution. The parallel composition operator



(P || Q) allows processes P and Q to execute concurrently,

with potential interactions occurring through the shared tuple

space. The non-deterministic choice composition operator (P

+ Q) enables the system to execute either P or Q depending

on which of the alternatives can make a step.

Composition Operator Syntax Description

Sequential Composition P; Q Executes process P, then
process Q in sequence.

Parallel Composition P || Q Executes processes P and
Q in parallel.

Choice Composition P + Q Represents a non-
deterministic choice;
either P or Q is executed.

TABLE II
COMPOSITIONAL OPERATORS IN BACH COORDINATION LANGUAGE

B. The R and D Families

In traditional coordination models, time is often implicit or

absent, which limits their applicability in systems requiring

precise temporal reasoning. The proposed extensions, the D

family and the R family in [15], integrate time into the Bach

coordination language, by introducing delays and temporal

tuple management [16], [17].

The D Family: This extension incorporates timed delays in

process execution. The delay(d) primitive forces a process

to pause for d units of time before proceeding. The semantics

of the D family operates in two phases: an initial phase for

untimed actions (e.g., tell, get, ask, nask) and a time

progression phase during which delays decrease. Composition

operators such as sequence (P; Q), parallel (P || Q), and

choice (P + Q) are adapted to support timed actions, ensuring

that temporal constraints seamlessly integrate into process

coordination.

Figure 1 illustrates the semantics of this family. We define

configurations as pairs of an Agent A and a store σ, denoted as

〈A, σ〉, with E denoting terminated computations. Rule (D1)

governs the transition to a delayed version of the process when

no immediate actions can be performed. Rule (D2) describes

the progression of a zero-delay process, which allows it to

move to the next state.

(D1)
A 6= E,A 6= A−, <A, σ> 6→

<A, σ> ❀ <A−, σ>

(D2) <delay(0), σ> −→ <E, σ>

Fig. 1. Theoretical Rules (D1) and (D2)

Furthermore, Figure 2 presents how delays (delay(d))

and composition operators evolve as time advances. For ex-

ample:

• delay(d)− = delay(d-1): The delay decreases as

time progresses.

• (B || C)− = B− || C−: Parallel composition

adapts as both components evolve over time.

tell(t)− = tell(t)
ask(t)− = ask(t)

nask(t)− = nask(t)
get(t)− = get(t)

delay(0)− = delay(0)
delay(d)− = delay(d− 1)
(B ; C)− = B− ; C
(B || C)− = B− || C−

(B + C)− = B− + C−

Fig. 2. Theoretical Equations for the D Family Semantics

(T0) <tell0(t), σ> −→ <E, σ>

(Tr)
d > 0

<telld(t), σ> −→ <E, σ ∪ {td}>

(Ar)
d > 0

<askd(t), σ ∪ {tk}> −→ <E, σ ∪ {tk}>

(Nr)
d > 0, 6 ∃k : tk ∈ σ

<naskd(t), σ> −→ <E, σ>

(Gr)
d > 0

<getd(t), σ ∪ {tk}> −→ <E, σ>

(Wr)
A 6= E,A 6= A− or σ 6= σ−, <A, σ> 6→

<A, σ> ❀ <A−, σ−>

Fig. 3. Theoretical Rules for R family

The R Family: This extension introduces lifetimes for

tuples in the shared tuple space. Each tuple is associated with

a duration d, specifying its validity. The R family defines new

primitives for interacting with these timed tuples:

• telld(t): Inserts a tuple t with a lifetime d.

• getd(t): Retrieves and removes a tuple t if it exists

within its lifetime d.

• askd(t): Checks if a tuple t exists within its lifetime

d (non-destructive).

• naskd(t): Ensures that a tuple t does not exist within

its lifetime d.

The six operational rules of the R family, as shown in

Figure 3, govern the behavior of tuples with respect to their

lifetime. These rules are described as follows:

• (T0): A tuple with a lifetime of zero is immediately

discarded upon insertion.

• (Tr): A tuple with a lifetime d > 0 is inserted into the

tuple space with its remaining duration d.

• (Ar): A tuple with a lifetime d > 0 is retrieved from

the tuple space if it exists within its valid lifetime. If the

tuple is still valid, it is returned without being removed.

• (Nr): A tuple with a lifetime d > 0 is not retrieved if



telld(t)
− = telld(t)

askd(t)
− = askmax{0,d−1}(t)

naskd(t)
− = naskmax{0,d−1}(t)

getd(t)
− = getmax{0,d−1}(t)

E− = E

(B ; C)− = B− ; C
(B || C)− = B− || C−

(B + C)− = B− + C−

σ− = {td−1 : td ∈ σ, d > 1}

Fig. 4. Theoretical Equations for the R Family Semantics

it is not present in the tuple space or has expired. If no

valid tuple is found, the operation has no effect.

• (Gr): A tuple with a lifetime d > 0 is retrieved and

removed from the tuple space if it exists within its

lifetime. The tuple is returned and the tuple space is

updated accordingly.

• (Wr): When a process is attempting to transition from

one state to another, and either the tuple or the tuple space

has changed (i.e., a tuple has expired or been removed),

this rule adjusts the state of the system by ensuring that

the tuple space is updated accordingly.

These rules ensure that tuples automatically expire when

their lifetime elapses, maintaining temporal consistency in the

tuple space. Additionally, Figure 4 explains how the semantics

of the R family handle tuple operations as time advances. For

instance:

• telld(t)
− = telld(t): The operation remains un-

affected by time progression.

• askd(t)
− = askmax(0,d−1)(t): The remaining life-

time of the tuple decreases as time progresses.

C. B2Scala Tool

The B2Scala tool [21], [22] provides an implementation of

the Bach coordination language as an internal domain-specific

language (DSL) embedded within Scala [19]. It facilitates the

modeling and experimentation of coordination mechanisms in

distributed systems by leveraging Scala’s type system and

functional programming features. The tool implements the

core primitives of Bach, including operations for tuple-based

communication and synchronization in a shared tuple space.

In B2Scala the Needham-Schroeder protocol was analyzed,

revealing a man-in-the-middle attack first identified by G.

Lowe [19].

In the next section, we present the extension of B2Scala

to Timed B2Scala, which incorporates the time management

features introduced by the R and D families of the Bach

coordination language. Due to space limitations, the detailed

implementation of these features will not be covered in the

following sections; however, the reader will find the elements

necessary to understand our work.

III. TIMED B2SCALA

In Timed B2Scala, agents are designed to incorporate

time-based behaviors, enabling the modeling of tempo-

ral dynamics in protocol execution. Each agent is asso-

ciated with a time duration, which by default is set to

infiniteDuration, meaning that the agent persists in-

definitely unless explicitly defined otherwise. For instance,

the tell operation creates a TelltAgent with a spec-

ified duration. This agent holds both an SI_Term and a

duration. While the TelltAgent’s duration is unaffected

by the increase_time function, other agents such as

GettAgent, AsktAgent, and NasktAgent evolve over

time, reflecting time-sensitive behaviors.

Agents in Timed B2Scala are defined using constructs of

the following form:

val P = Agent { (tellt(1,f(1, 2))

* delay(4)

|| (tellt(a) + tellt(b)) }

The Agent object encapsulates a Bach agent within

Scala, mapping a (internal) BSC_Agent into a so-called

CalledAgent via a function that returns an agent (a thunk).

This design enables lazy evaluation, which is particularly

useful for recursively defined agents. The following Scala

declaration is therefore key in the implementation.

object Agent {

def apply(agent: BSC_Agent) =

CalledAgent(() => agent) }

The BSC_Agent trait refers to our tool’s implementation of

these agents following Bach semantics. It provides methods for

agent composition, supporting different composition operators.

Since the semicolon (; ) is a reserved symbol in Scala,

sequential composition is represented by the * operator. Ad-

ditionally, the operators *, ||, and + are implemented using

Scala’s postfix method facility. For example, the construct

tell(t) + tell(u) invokes the + method on tell(t)

with tell(u) as its argument. These operators utilize call-

by-name for agents, delivering structures via thunks. This

composition enables agents to interact concurrently or sequen-

tially, with their execution inherently influenced by timing

constraints.

The store in Timed B2Scala is time-aware, designed to track

not only the presence of terms but also their timestamps and

durations. The structure of the store is as follows:

class BSC_Store {

var theStore = Map[SI_Term,

List[(TTimeStamp, TDuration)]]() }

This design ensures that time-sensitive operations can be

performed efficiently, enabling or disabling actions based on

the current time context.

The execution model in Timed B2Scala introduces both time

progression and dynamic agent selection. As a basic ingredi-

ent, it executes a transition step through a so-called run_one

function. However, instead of processing a single agent in a





• msg(), which represents a message containing the speed

and topic.

• update(), which models an update where the speed s

is modified to s′.

The system consists of three agents:

1) v1 (Publisher): Sends the speed value s to the topic t.

2) v2 (Subscriber): Retrieves the speed value s from the

topic t.

3) i (Intruder): Retrieves s, updates it to s′, and republishes

the modified speed.

Note that the Agent construct refers to the Scala construct

introduced in Section C above.

val t = Token("topicv1")

val v1 = Token("vehicle1")

val v2 = Token("vehicle2")

val s = Token("speedv1")

val s_prime = Token("s_prime")

case class msg(s: SI_Term, t: SI_Term)

extends SI_Term

case class update(s: SI_Term,

s_prime: SI_Term) extends SI_Term

val v1 = Agent {

tellt(1, msg(s, t)) *
delay(1) *
v1 }

val v2 = Agent {

gett(1, msg(s, t)) *
delay(1) *
v2 }

val i = Agent {

gett(1, msg(s, t)) *
tellt(1, update(s, s_prime)) *
tellt(1, msg(s_prime, t)) *
delay(1) *
i }

In B2Scala, logical formulas are used to constrain system

execution and verify security requirements. For the ROS2

attack scenario, security properties can be modeled by using

formulas to ensure data integrity. For example, a formula can

check that the second vehicle (v2) always receives the correct

speed value sent by the first vehicle (v1), and detect violations

if the value is altered by an intruder. While B2Scala doesn’t

directly verify formal properties like safety and liveness,

its logical formulas help identify vulnerabilities and security

breaches in time-sensitive systems like ROS2 by constraining

execution and highlighting deviations from expected behavior.

It is important to note that the work on the ROS2 scenario

is still a work in progress, with ongoing efforts to refine and

extend the tool’s capabilities.

V. CONCLUSION

The Timed B2Scala tool represents a important step in

extending the B2Scala framework to address time-sensitive

and topic-based requirements in distributed systems. While

this work demonstrates the feasibility of incorporating these

extensions and showcases their application in modeling and

experimentation scenarios, such as the ROS2 attack scenario, it

stops short of delivering a formalized model or comprehensive

verification capabilities.

Future research aims at elevating the maturity of Timed

B2Scala by enhancing its theoretical foundations and practical

implementations to align with the capabilities of established

tools like ProVerif [2], Tamarin [18], Ivy [6], and Uppaal

[1]. This evolution will involve rigorous formalization of

the proposed extensions, integration of automated reasoning

techniques, and validation against a broader range of com-

plex use cases. Achieving these goals will position Timed

B2Scala as a robust tool for analyzing and verifying real-time,

context-aware distributed systems in both research and applied

domains. This is the direction we aim to take in our PhD

thesis, focusing on refining these tools and frameworks to offer

stronger guarantees in the modeling, analysis, and verification

of time-sensitive distributed systems.
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