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Abstract—The increasing adoption of Machine Learning (ML)
models has raised concerns about their robustness to adversarial
attacks. In the context of Network Intrusion Detection Systems
(NIDS), adversarial attacks consist of manipulating the network
traffic to degrade system performance by either performing
evasion or inducing alarm fatigue. This study examines the vul-
nerability of Graph Neural Networks (GNN)-based NIDS under
problem-space constraints, where attackers can only create new
communications towards specific IP addresses, while ensuring
consistency with network protocols. We demonstrate that these
attacks constitute a weakly submodular optimization problem,
solvable with simple greedy search algorithms. Our preliminary
results confirm that injecting a few well-chosen connections
significantly increases false alarms in state-of-the-art GNN-based
NIDS. Finally, we outline a roadmap for future work on evasion
attacks and the transferability of attacks across different GNN
models.

Index Terms—Graph Neural Network, Network Intrusion
Detection, Adversarial Machine Learning, Graph based security

I. INTRODUCTION

Network Intrusion Detection Systems (NIDS) have widely
adopted rule-based or signature-based detection mechanisms,
[1], [2]. The rise of ML techniques has led to automated
network attack detection and categorization, enabling scal-
able detection of both known and previously unseen attacks.
Benefiting from the flourishing of ML techniques, ML-based
NIDS enhance threat analysis and understanding of emerging
threats. Nevertheless, as data-driven and statistical models, ML
techniques are well known to be vulnerable to adversarial
attacks, where slight changes to the input fool the model’s
predictions. While most previous adversarial attack methods
have focused on general Al applications like Computer Vision
or NLP [3[|-[5], recent research has highlighted their impact
on security-critical systems such as ML-based NIDS [6],
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[7]. They unveiled that ML-based NIDS can be misled by
intentionally crafted features representing network attack be-
haviours. These adversarially manipulated attack behaviours
can either evade detection, or generate excessive false alarms,
which makes the ML-based detection output unreliable and
prevent the use of ML techniques in the security-critical
scenarios.

Our study focuses on characterising and evaluating the
adversarial robustness and risk of GNN-based IDS [8]-
[14]. Compared to traditional models such as Support Vec-
tor Machines, Random Forests, or Deep Neural Networks,
GNNs enhance the transparency of ML-based detection pro-
cesses by employing structured modelling for attack detec-
tion. Specifically, GNNs encode network traffic as structured
representations that align with the data structure of network
communication records. This approach preserves relationships
between different traffic flows within the graph representation,
enabling direct modeling of high-order correlations between
traffic flows and hosts. Unlike statistical feature-based NIDS
methods [15], [16], GNNs intrinsically provide a clear ex-
planation of how an attack alert is triggered during the ML-
based decision process, while earlier methods, which compress
traffic into statistical features, limit interpretability and raise
trust concerns.

However, our study demonstrates that the interpretability
of the GNN-based detection mechanism is a double-edged
sword. Adversarial attackers can enjoy the same transparency
advantage to organise problem space-feasible adversarial at-
tacks against GNN-based systems. The graph structure, as a
natural representation of network traffic data, offers the details
about how the network traffic are delivered in a given use case
to the attacker. An attacker may leverage the graph structure to
define adversarial manipulation over network traffic flows that
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are compatible with the communication protocols and network
architectures deployed in the target network communication
scenarios. This is also known as problem-space constrained
attacks [17].

This paper demonstrates how an attacker can exploit the
GNN-based network data encoding to design realistic adver-
sarial perturbations that mislead a GNN-NIDS. We assume
that the attacker knows parts of the network architecture (e.g.,
some hosts) and the payloads of benign and malicious traffic.
Additionally, the attacker can evaluate the GNN model’s
detection output, enabling a grey-box attack. The adversar-
ial perturbation must also comply with the problem-space
constraints of the target network communication. Designing
adversarial attacks against GNN-NIDS presents two main
challenges: (1) the combinatorial nature of graph data creates a
large search space for perturbations, requiring computationally
efficient solutions; and (2) attacks must adhere to NIDS-
specific domain constraints to remain realistic.

Our study is organised to answer three main research
questions:

« What types of manipulations are realistic for adversarial
attacks in the context of NIDS? What changes made to
the graph representation of data are feasible from an
attacker’s perspective?

o Does the attack achieve a solution sufficiently optimal to
perform a successful attack, given the challenges posed
by the combinatorial nature of the problem?

o Are the attacks transferable to other NIDS? Can attacks
on a GNN -NIDS also negatively impact a statistics-based
or signature-based IDS?

To address these questions, we focus on network flows as
the primary data for NIDS training and testing, avoiding the
challenges of analyzing encrypted payloads. First, we frame
adversarial attacks on GNN-based NIDS as a combinatorial
optimization problem, where attacks involve adding connec-
tions and selecting their endpoints rather than modifying
network flow metadata. Second, we incorporate problem-space
constraints into the attack design, crafting injected traffic
flows to comply with communication protocol rules. Third,
we identify the adversarial attack as a weakly sub-modular
maximization problem, enabling the use of a computationally
efficient greedy search strategy to craft network flows. Finally,
we outline a research roadmap, as this work remains in its
early stages and is part of an ongoing PhD project.

II. RELATED WORKS
A. Graph Representation of Network data for NIDS

A graph consists of nodes and edges, both potentially
featuring attributes. Various graph-based representations of
network data have been explored, such as modeling packets as
nodes with features like protocol and length [18]], connecting
security objects via events [19]], and using bipartite structures
to represent flow sources and destinations [8]. Some works,
like [8], [11]] apply line graph transformation to convert edge
classification into node classification, while others [20] di-
rectly construct the transformed graph to avoid computational

overhead. The flow-graph representation [§]-[10], [12] is a
natural approach for modeling network data, where nodes
represent endpoints and edges correspond to communications
between them, aggregated into network flows. Network flows
aggregate packet exchanges between hosts, including descrip-
tive statistics like session duration and data volume. In this
representation, the IDS operates as an edge classifier.

B. Adversarial attacks against GNN

Adversarial attacks involve two steps: defining a score
to assess the impact of a perturbation and optimizing the
perturbation to maximize this score. While gradient descent
is commonly used in classical adversarial attacks, it is unsuit-
able for discrete graph structures. Existing adversarial attacks
against GNNs [21]]-[23] typically employ greedy approaches,
iteratively selecting and applying the perturbation with the
highest impact score.

C. Adversarial attacks against IDS

In the context of IDS, adversarial attacks should adhere
to specific principles. Pierazzi et al. [[17] define constraints
for realistic attacks, including robustness to pre-processing
and plausibility, which are outside the scope of this paper.
The other two constraints are available transformations, which
typically only allow adding new communications, and se-
mantic preservation, ensuring changes in the feature space
don’t impact the problem-space semantics. This is easier to
verify with graph data, as it closely aligns with the problem
space. For realism, [24] adds a validity constraint, ensuring
samples can travel in real networks. Additionally, while some
works apply GNNs to perform intrusion detection based on
logs (HIDS), this work focuses on Network IDS. A related
study [25]] uses flow-graph representation and edge addition for
adversarial attacks, but has limitations: once the edge label is
chosen, the edge is added randomly, which may not guarantee
attack effectiveness or respect domain constraints.

III. PROPOSED METHOD

A. Data Representation

This work adopts a flow-graph representation where nodes
represent endpoint devices, identified by an IP address and
a port, and edges denote bidirectional communication with
Network Flow records. The attributes of these flow are those
kept in [26]. For each IP:Port pair, we create nodes for both
the source and destination respectively. For example, a flow
from IP A (port X) to IP B (port Y) is represented by two
nodes, IPA:X and IPB:Y, connected by an edge carrying the
Network Flow attributes. The task of the NIDS is thus an
edge classification task. To ensure compatibility with GNNs,
node duplication is applied for flows at different timestamps,
ensuring at most one edge between each node pair. This avoid
having multi-edges, which standard GNNs frameworks do not
support. An undirected graph model is used, following [27].



B. Threat model

Building on insights from adversarial attacks on GNNs, we
define a threat model for a NIDS scenario with a realism con-
straint for adversarial manipulation. The attacker is assumed to
have access to one endpoint, as in [25]], [28]], enabling traffic
sniffing to identify other endpoints and analyze benign and
malicious statistical patterns. The attacker knows the target
NIDS uses a GNN model with a flow-graph representation
and has access to the underlying graph and loss function,
enabling evaluation of the loss after adversarial modifications.
From their controlled endpoints, the attacker can initiate new
communications, effectively adding edges to the corresponding
flow-graph. For this study, the attacker’s objective is to in-
crease the False Positive Rate (FPR) by misclassifying benign
network flows as malicious, inducing alarm fatigue. While this
specific goal is the focus of our current work, other objectives
will be explored in future studies. To achieve this, the attacker
considers all places where an edge can be added, computes
the impact of each edge addition and actually adds the ones
with the highest impact. With this description, the adversarial
sample is thus the set of added edges. The adversarial attack
by adding new edges into the graph is formulated as a discrete
optimisation problem on the flow graph G = {A, X, E}, with
A the adjacency matrix X the node features and E the edge
features of the flow graph G.

A* = arg max{(M(A, X, E,Y))
A’ ey
st. |A—A|L, <2b

where M is the target GNN-based NIDS model, which takes
the adjacency matrix along with node and edge features as
inputs. The output of M is the class prediction logits. ¢ is
the cross-entropy learning loss used to train the NIDS model
differentiating edges of benign flows from those of malicious
flows. A" denotes the modified adjacency matrix after the
attacker injects new edges. | - ||, denotes the LO-norm based
difference between the original and adversarially modified
adjacency matrix (twice the number of added edges). We set
a limit to the attacker that no more than b edges can be added,
a.k.a the attack budget. In the case of activating excessively
high FPR, Y denotes the true class label assigned to the benign
flows in the flow graph. Maximizing the learning objective in
Eq/[I] aims to trigger the misclassification over benign flows as
much as possible, activating false alarms. When the flow graph
is undirected, under the Lipschitz-continuity conditions [29]]
over the GNN model, the attack objective given in Eq[I| can be
considered as a y-weakly sub-modular optimization problem
for 0 < v < % According to our prior work [30], we are
guaranteed to reach the convergence of a local optimum of the
attack objective function by adding new edges using a Greedy
Search algorithm (GS) algorithm within the polynomial time
complexity [30]. In parallel, the gap between the underlying
global optimum of Eq[l] and the obtained local optimum
solution by Greedy Search (GS) has a tight upper bound and
remains marginally small in practice. In summary, we ensure

the success of the attack by adopting the Forward Stepwise
GS-based edge addition attack.

C. Greedy search-based attack method

1) Unconstrained adversarial attacks: The first step
demonstrates the feasibility of the attack: adding a few edges
to a flow graph G can increase the FPR. The method follows
a greedy strategy [30] as described by Algorithm

Algorithm 1: Unconstrained Adversarial Attack

Input: Original flow graph G = {A, X, E}, attack
budget b, target model M, loss function ¢

Output: Modified flow graph G’ = {A’, X, E’}

1 Initialize A’ <+ A, E' <+ FE;

2 for i< 1to b do

3 mazx_loss < —oo;

4 for each controlled node v in G do

5

6

for each possible destination node v # u do
Simulate adding edge (u,v) to A’, with

corresponding edge features EEu )’

7 Compute loss:
current_loss <+ ((M(A', X, E"),Y);
8 if current_loss > max_loss then

9 max_loss < current_loss;
10 best_edge <+ (u,v);

1 | Add best_edge to A’, update E’ with its features;
12 return G’ = {A", X E'};

While effective, this approach lacks problem-space compat-
ibility with real-world network communication.

2) Problem-space constrained adversarial attacks: The
second step aims to increase the realism of the adversarial at-
tack by integrating the problem space constraint while adding
the edges via the Greedy Search-based attack. The flow graph’s
communication type restricts possible edge choices, ensuring
protocol compliance. For example, TCP edges should match
features corresponding to backward packets, such as the num-
ber of backward packets. At this stage, a complete definition
of normal traffic is still under development. However, since for
evaluation, we are using network flows present in a dataset, we
assume that these flows were valid when they existed. Thus,
their feature distributions are likely to be close to those found
in the real network. The greedy search is modified to consider
only destination nodes that comply with these constraints,
ensuring realistic and valid adversarial examples.

IV. EXPERIMENTS
A. Datasets

We conducted experiments using the BoT-IoT [31] dataset
containing millions of network flows described by 46 features
and labeled into 6 attack types. It is widely used for bench-
marking ML-based NIDS. Future work will extend to other
datasets like NF-BoT-IoT and NF-CSE-CIC-IDS2018 [32].
Preprocessing includes using IP addresses and port numbers as



node identifiers, one-hot encoding categorical features, and a
non-shuffled 80/20 train-test split to avoid time snooping [33]].

B. GNN

For this preliminary study, we employed the E-
GraphSAGE [27] model as the GNN-NIDS. As in the
original paper, E-GraphSAGE is built with output dimension
128, ReLU activation, 0.2 dropout rate, and trained over
8,000 epochs using Adam [34] with learning rate 0.001.
Class weights address imbalance using scikit-learn’s
compute_class_weight.

C. Results

We report our preliminary results after performing a greedy
search strategy for edge addition. Recall that a destination node
is chosen in order to increase the model’s loss. As shown in
Figure |1} the model loss rises with the addition of edges. The
increase of the learning loss is steep when we add the first
few edges, but then becomes much smoother and converges
to a stable value after approximately 10 edges are added. This
confirms the weakly sub-modular nature of the adversarial
attack problem.
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Fig. 1. Loss (BCE) evolution function of the number of added edges.

Table || presents the weighted classification report of the
E-GraphSAGE model on a clean graph, before any attack.

TABLE I
WEIGHTED CLASSIFICATION REPORT ON THE CLEAN GRAPH.
Class Precision  Recall F1-Score  Support
0 (benign) 0.93 0.98 0.95 1,375
1 (malicious) 0.98 0.92 0.95 58,635
Accuracy 0.89 60,010
Macro avg 0.89 0.89 0.89 60,010
Weighted avg 0.89 0.89 0.89 60,010
TABLE II
WEIGHTED CLASSIFICATION REPORT AFTER 50 EDGES ADDITIONS.
Class Precision  Recall ~ F1-Score  Support
0 (benign) 0.93 0.84 0.88 1,375
1 (malicious) 0.85 0.93 0.89 58,685
Accuracy 0.89
Macro avg 0.89 0.89 0.89 60,060
Weighted avg 0.89 0.89 0.89 60,060

Following 50 edges added in a row by the attacker, Table
shows an increase of the FPR. This demonstrates even a small
number of adversarial edges can degrade model performance.

V. DISCUSSION AND FUTURE WORKS

This study evaluates GNN-based NIDS vulnerabilities to
FPR increasing adversarial attacks under realistic constraints.
The unconstrained method shows that even adding a relatively
small number of edges is sufficient to degrade the model
performance. This provides a lower bound for the model
weakness. The study reveals the dual nature of using GNN-
NIDS: while their structure benefits the defender, it is also
beneficial to the attacker. To understand these attacks, we
investigate the content and the location of injected network
flows. Preliminary results suggest injecting malicious network
flows toward benign hosts with a large amount of edges
connected is likely to trigger an increase in FPR. This aligns
with the fact that false alarms can be activated on benign
devices if the device receives traffic with malicious signatures,
such as suspicious port scan or requests containing suspicious
strings, yet without harmful payloads. As an extension, per-
forming evasion, i.e. triggering a false negative has yet to be
implemented. However, we can expect that, if the attacker’s
goal is to have a specific malicious edge to be classified as
benign, the attacker could change its predicted label by sending
a certain amount of benign edges beforehand. This is due to
the nature of Message Passing in GNN. Moreover with such
a goal, a new manipulation strategy might be investigated,
a replacement strategy. Additionally, we aim to automate
constraints construction, which is currently dataset-specific, to
apply adversarial attacks to a wider range of networks. While
the flow-graph representation is common, it is not the easiest to
work with, so future work will explore alternative graph data
representations, potentially involving heterogeneous structures.
We also consider the transferability of adversarial attacks
on graph structured network traffic representations towards
statistics-based NIDS [[15]], [16] and signature-based IDS [1]].

VI. CONCLUSION

This paper explores the vulnerability of Graph Neural
Network based NIDS to adversarial attacks. For better realism,
the attack consists solely in edge additions corresponding
to adding new communications into the network. The un-
constrained approach demonstrates that minimal adversarial
perturbations are sufficient to impact the model performance.
These leverage a trade-off of the use of GNN between better
explainability for the defender and their exploitation by at-
tackers. Future work will focus on developing evasion attacks,
as well as studying the transferability of the attacks designed
on graph structured data. A key focus of future work will be
reducing the attacker’s assumed knowledge, which is currently
extensive.
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