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Abstract—Satellites are widely used in our day-to-day life,
which makes them a strategic target. Thus, the security of these
satellites must be seriously considered, as showcased by recent
attacks. A security by-design approach is of course essential,
but complementary security measures are also needed, such as
Intrusion Detection Systems (IDSs). In this paper, we describe the
design of an intrusion detection system embedded in the satellite,
as well as the corresponding threat model. The IDS, still in
development, uses a multi-probe and multi-modules approach, to
be able to face multiple threats. The paper also briefly describes
some attack scenarios that we are currently implementing to
assess the relevance of the IDS. The experiments are carried
out on the NASA Operational Simulator for Small Satellites, the
NOS3 platform.

Index Terms—security, space, embedded, detection, cyber,
cubesat, attack

I. INTRODUCTION

Throughout the years, space systems have become more
and more present in our daily lives. Satellites networks are
essential to our day-to-day communication and travels. They
also play a strategic role in national defense (observation
satellites, for example). As a consequence, and taking into
account the increasing number of cyberattacks around the
world, satellites systems have become strategic targets. For
a long time, space systems have relied on their complexity,
opacity and relative unreachability to protect themselves from
cyberattacks (with state means being needed to impact them),
but recent examples, such as the VIASAT attack [1], the
OPS-SAT hack during the CYSAT conference [2], or the
successful takeover in the 4th edition of Hack-A-Sat of a
CubeSat named Moonlighter [3], have shown that the security
of satellites must be seriously considered. Furthermore, the
quick growth of the New Space area, and the increasing use
of Commercial-Off-The-Shelf (COTS) components in low-cost
and small-scale satellites (e.g. CubeSats, NanoSats...) means
that aforementioned security by obscurity is starting to become
less and less obscure to attackers. Therefore, current research
is heading towards new ways of improving the security of
space systems, such as security by-design [4] and intrusion
detection systems.

The security of space systems must be considered at dif-
ferent strategic locations: on-ground systems, communications
links and embedded systems (on the satellite itself). While
many security mechanisms to protect on-ground information
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systems exist, less research works aiming at embedding secu-
rity mechanisms inside the satellite itself are published as for
now. This is the purpose of our research work that focuses
on Intrusion Detection Systems (IDS) embedded in satellites.
This work is challenging because of the specific characteristics
of the satellites: the resources available are limited, the system
must be autonomous in the sense that 1) no human being can
intervene on board of the satellite and 2) a satellite is, from
time to time, not in visibility of the ground station. Some of
these characteristics are common to other embbeded systems
(e.g. airplaines, automotive systems), while others, such as the
autonomy are more specific. The IDS described in this paper
is based on a multi-probe and multi-modules approach. This
architecture has been designed so that a large variety of attack
scenarios are covered by the detection. The IDS is currently
implemented on the NOS3 plateform from NASA.

This paper is organized as follows. The Section II briefly
describes related research work, Section III gives context on
the simulator and the considered satellite, Section IV presents
the intrusion detection system that we currently design and
implement, Section V describes attacks developed with the
aim of evaluating and training the IDS, and Section VI will
summarize current work and perspectives.

II. RELATED WORK

Few examples of Intrusion Detection Systems embedded in
satellites are published. In [5], main principles of what should
be an IDS for CubeSats are given, but no implementation or
experiments are available. In [6], under the assumption that the
satellite is equipped with a CAN bus, an IDS using machine
learning detection modules is proposed to detect attacks. A
combination of time-based (i.e. timestamps) and content-based
(i.e. payload) modules is used to improve efficiency, with
content-based modules being moved to the ground segment
to keep resource consumption low in the satellite. High
accuracy, precision and recall are achieved for most of the
attacks considered. In [4], an analysis of the architecture of
the NOS3 simulator [7] and its vulnerabilities is performed.
System architecture solutions are discussed, including embed-
ded detection systems, but no specific details are provided.
In [8], a multi-probes and multi-solution architecture for an
IDS embedded in satellites is recommended. The importance
of explainable IDSs is stressed, even more so when using
Machine Learning.



Other IDSs dedicated to space systems are located on the
ground segment, and perform packet inspection [9] [10]. In
[9], an hybrid IDS architecture combining signature-based
detection and anomaly-based detection is proposed. In [10],
four hybrid intrusion detection algorithms using Machine
Learning and Deep Learning are proposed and compared.
This on-ground detection is of course relevant, as satellites
are mostly communicating with the ground, but also has
drawbacks. Indeed, the ground segment location only allows
to perform intrusion detection on data forwarded over-the-air
by the satellite, which implies limited context (or quantity of
data). As such, these intrusion detection mechanisms may not
detect some on-board malware, especially when the satellite is
not able to communicate with the ground. Furthermore, most
of these approaches focus on security through the spectrum of
satellite-terrestrial networks and Software-Defined Networking
(SDN), dedicated to network data for detection, whereas we
consider that system data could also be used to perform on-
board detection.

If we extend the study of related work to other embedded
contexts, such as automotive, IoT, etc, two main detection
strategies seem to emerge. On one hand, Machine Learning,
and especially Deep Learning, is used to learn a normal be-
havior and distinguish abnormal activities. On the other hand,
non-AI techniques are used to provide explainable detection
for specific systems.

Deep Learning [11] [12] [13], is used to learn the character-
istics of communication data, whether on buses, or interfaces
(for IoT). These approaches provide in many cases interesting
results but are highly dependent on the quality and quantity
of training data. As in our case, no datasets for satellites
are up to now available, these approaches are difficult to
implement. In addition, Deep Learning detection models are
working as black-box algorithms, and thus lack explainability.
Last but not least, these algorithms in many cases require a
lot of computing and memory resources, which may be not
guaranteed in satellite context.

In [14] [15] [16], non-AI approaches are used. They include
Finite-State Automata [14], Transition Matrix on ID sequences
[15], or histogram-based detection [16]. These approaches
have the benefit of being highly explainable, but need to
be designed specifically for the target system with a deep
understanding of its operation.

In summary, though promising, these approaches fail to give
experiments or results about embedded satellite-specific IDS,
or when given, the communication bus used is not space-
specific. In this work, we choose to use NOS3’s Software
Bus architecture, as it is a space-specific, widely-used bus
designed for its genericity and re-usability. Furthermore, as
much as Machine Learning approaches are able to deliver
good results for detection tasks, other approaches will be
preferred if possible because of the lack of data and for better
explainability.

III. SIMULATOR CONTEXT

The simulator used in this work is NASA’s NOS3. It is com-
posed of three main components : a ground station simulator
(COSMOS tool); a visualisation component, also responsible
for feeding information to the sensors and calculating position
(named 42); and the satellite simulator itself, based on the
NASA core Flight Software (cFS).

The version of NOS3 used is a custom fork based on v1.6.2,
developed in the scope of the ”Cyber Space Simulation”(CSS)
Project led by IRT Saint-Exupéry.

In this version, the communications protocol used be-
tween the ground station and the satellite is the Consultative
Committee for Space Data Systems (CCSDS) protocol. The
Transfer Frame (TF) stack is implemented allowing to use
TeleCommands (TC) to send commands to the satellite, and
to receive TeleMeasures (TM), as in the original NOS3 the TF
implementation is incomplete.

The satellite simulator’s behavior is as follows. Upon receipt
of a message from the ground, the Command Ingest (CI)
component forwards it to the Software Bus (SB), which
interconnects the components of the satellite. The message
is then received by all the components that subscribed to
it. Involved components can then execute actions or return
information via TM. Communications on the SB use CCSDS
Space Packet Protocol (SPP).

IV. INTRUSION DETECTION

This subsection describes the threat model that we consider
and the main detection strategies that we currently investigate
for the embedded IDS.

A. Threat Model

Except for inter satellites communications, satellites mostly
communicate with the ground, which means that to target the
satellite network, compromising the ground segment is the
easiest for an attacker. A lot of research papers focus on this
ground segment as an attack vector, such as [17], in which the
vector considered is a compromised ground station sending
illegitimate commands to the satellite.

Another strategy for attackers would be using a ”rogue”
antenna to send commands to the satellite, but accurate
tracking of the satellite trajectory would be needed, with a
low visibility time frame. In addition, if the satellite and
the ground segment use cryptography, sending commands
impersonating the ground becomes a hard task. Therefore,
using the legitimate ground station to access the satellite
system seems the easiest for an attacker.

Another interesting threat consists in compromising the
software before being embedded in the satellite (especially
the client payload), through some vulnerabilities in the supply
chain. This is a common vector in IT security, and as many
suppliers are needed to engineer a satellite, the risk increases.
Furthermore, as updates for satellite software are performed
during operation (especially for the payload), software could
be compromised during operation. Under this threat model, the
compromised software is running inside the satellite itself and



Fig. 1. Structure of a SPP packet primary header

cannot necessarily be detected by means of an IDS analyzing
the communications between the satellite and the ground.
As such, this leads to the design of an IDS embedded in
the satellite itself. We assume that the whole flight system
software is trusted, because we want to be able to trust state
variables about the satellite supplied by the flight software.
However, the payload software embedded in the satellite may
be malicious and trigger malicious actions at any moment
during the lifetime of the satellite.

Overall, in our research work, these two threats (compromis-
sion of the ground segment and compromission of the payload)
are considered.

B. Attacks Scenarios

We assume that an attacker can take control of a ground
station and craft as many TeleCommands (TC, i.e. commands
sent to the satellite) as wanted. Invalid TC (with invalid
SPP header identifiers) or valid TC with purposely crafted
parameters can be sent. A representation of the primary header
of a SPP packet is provided in Fig.1, in which identifiers are
specified (secondary header is optional).

Two kinds of attacks have been considered.
• Some attacks may be performed simply by using one

single TC which can have catastrophic consequences on
the satellite. An example of such scenario is the sending a
TC to turn off the calculators. This TC can be legitimate
when sent to reboot a calculator, but could be used by an
attacker to harm the satellite mission. Another example
is the sending of a TC to put the satellite in a fail-
safe configuration during the mission at an inadequate
moment.

• Other more complex attacks may be performed by means
of a set of apparently benign TC, but that, taken together,
provoke the execution of malicious operations on the
satellite. An example of these attacks is the sending
of a set of TC to surreptitiously deviate the satellite
from its correct trajectory. Another example is a set
of TC allowing to upload a malicious file to replace a
component of the satellite.

We assume that the payload has been compromised, either
before launch or through an over-the-air update. The malicious
actions that the payload can perform may target the integrity
of the satellite itself, by trying to corrupt some flight system

components for instance, but may also be more complex,
for instance leaking some confidential information towards an
accomplice on the ground, or purposely modifying the data
managed by the payload itself to be sent to the ground. An
example dealing with an observation satellite could consist
in modifying the pictures taken by the satellite. The satellite
could send fake photos, or purposely delete some specific parts
of them.

C. IDS Overview

The IDS that we currently design is aimed to address these
different attack scenarios. It uses a multi-layer approach with
a set of probes (in different locations of the architecture), and
a set of detection modules working either independently or
together.

We investigate the design of three specific probes. The first,
located at the arrival of each TC in the satellite (i.e. in the
CI component of NOS3), is aimed at capturing some features
of the network traffic exchanged between the satellite and the
ground segment: bandwidth, inter-arrival rate of packets, size
of packets, etc. As we assume that cryptography is enabled,
this probe is not able to get the content of the packet and thus
can only get some characteristics at the network flow level.

The second probe is aimed at reporting information on
deciphered TCs coming from the ground, and not sent yet on
the Software Bus, to distinguish from internal messages. This
probe is located into the CI component on the NOS3 platform.
This probe captures both the command type and command
parameters and can provide them to an IDS dedicated to detect
any malicious TC, as described above in the threat model.

The third probe is aimed at capturing information in the
same way as the second one, but is located on the Software
Bus. This positioning allows to gather information related
to the internal exchanges of the satellite. The aim is to
collect activity coming from all components of the satellite.
This probe will be implemented either by modifying the
software bus itself or by developing a specific application that
subscribes to all messages on the bus (messages between the
different components of the flight software, messages between
the payload and the flight software, and messages sent by the
payload towards the ground).

Information gathered by these probes are used as an input to
the detection algorithms. A representation of the architecture
of NOS3 and the location of the probes is given in Fig.2

It is important to note that, to have an IDS as accurate as
possible, a standard model of commands sent from the ground
which would represent real mission operation is needed. This
can have a great impact on detection performance, as an
unrepresentative model could hide weaknesses of the IDS
or emphasize its strengths, therefore it is currently being
investigated.

Using the first probe’s information, an anomaly detection
on packets characteristics is considered. The aim is to detect
deviations from standard operations behavior, which could
indicate an attack. A classic example is a Denial of Service
(DoS) attack targeting the satellite, which consists in flooding



Fig. 2. Embedded probes in NOS3 architecture

the satellite with packets coming from the ground. An abnor-
mal activity could also be tied to the satellite’s geographical
location, if we have access to the ephemerises(for example,
when it is not in visibility of a ground station). The challenging
part is the definition of this standard behavior, which can be
based on multiple metrics, and is tied to the model of standard
operations aforementioned.

Another detection component using the second and third
probe is considered and consists in a ”TC firewall”. This
component is in charge of checking the validity of the TC
identifier, and deploying a black list of dangerous TC. The aim
is to address elementary attacks that use a single malicious TC,
both sent from the ground or sent on the bus (if the payload
was compromised).

The last detection component considered is in charge of
analyzing the information gathered by the second and third
probes to detect dangerous combinations of TC. All the
applications embedded in the satellite interact by exchanging
messages on the software bus present in NOS3. Our detection
strategy consists in both listening to all messages coming from
the ground and to all messages exchanged in this bus. The aim
is to identify anomalies that could reveal malicious actions.
These actions could either be performed by a legitimate
software component, on receipt of a malicious TC, or by a
malicious payload. The challenge here is to have a model of
legitimate messages exchanged on the bus, so that we can
detect deviations in these communications. We are currently
investigating different models, taking into account that our
detection algorithms must be embedded in a platform that has
limited resources in memory and computation. State-machine
algorithms have been studied on message combinations, but
due to the non-deterministic nature of the simulator behavior
and bus communications, no satisfactory results were achieved
so far.

V. COMMAND AUTOMATION & ATTACKS

Another contribution of this work is the design and the
implementation of a generic module aimed at carrying out
various command scenarios on the NOS3 platform. These
scenarios can be legitimate, to simulate mission operations,
as well as malicious, to send attacks. This module is essential

so that we can assess the relevance of our detection algorithms.
Attacks are also designed for the validation of the IDS,
according to the threat model described previously.

A. Scenario Automation and Fuzzing

A framework allowing for the automated sending of TC
is being developed, allowing for both benign and malicious
scenarios to be conducted. Scenarios are pre-filled with se-
lected TCs to be sent, and are described using JSON format. A
fuzzing functionality is currently being developed, to automate
the test of the NOS3 simulator. The commands to be sent can
be fully customized, field by field and some parameters of
the commands can be randomized by means of the fuzzing
module. Simple permutations will be investigated to improve
fuzzing performance.

B. Attack library

An attack library based on NOS3 is being developed within
the CSS project. These attacks target both the ground segment
and the space segment of the simulator, and also consider
satellites alone and satellite constellations. Our attack contribu-
tion is centered on the space segment, and concerns DoS-type
attacks that can deny service temporarily or permanently on
the satellite. These attacks are supposed to target one single
satellite.

VI. CONCLUSION

Satellite systems are becoming increasingly targeted by
cyberattacks. Being strategic systems, and involved in many
aspects of our daily lives, their security has become a major
issue. The research work described in this paper aims at
designing and implementing an intrusion detection system
embedded in a satellite. This article has described the threat
model and the attack scenarios considered as well as the
architecture of the IDS that we currently investigate. This
IDS will be implemented on the NOS3 platform as well as
the scenario component dedicated to carry out diverse attack
scenarios, in order to assess the relevance of the IDS.
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