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Abstract—The video games industry reached a revenue of
US$455.27 billion in 2024 [1], with Multiplayer Online Games
(MOGs) as the figurehead. However, this industry, which depends
on user satisfaction, is threatened by cheating actions that
degrade the gaming experience. Cheaters can exploit the dis-
tributed nature of MOGs with network flow disruption attacks,
manipulating the network to disrupt game synchronization.
Detecting those attacks is challenging due to the difficulty of
distinguishing between instabilities and latency inherent in the
network and artificial manipulations. Our conducted research
aims to seek for detection techniques. In this objective, the first
step is the implementation of a framework that can be leveraged
to generate data that helps understand whether it is possible
to differentiate between honest and cheating behaviors. This
article describes the preliminary experimental results obtained,
highlighting the effects of network flow disruption attacks on
MOGs. The framework is planned to be deployed online to
streamline research on detection solutions as part of future
research plans.

Index Terms—multiplayer, online, game, cheating, security

I. INTRODUCTION

In 2024, Multiplayer Online Games (MOGs) attracted 1.2
billion players, while Esports viewership rose to over 500
million viewers [2]. This popularity is threatened by cheaters
seeking to gain unfair advantages against opponents. Cheating
directly impacts game editors as it drives honest players away
from games plagued by dishonest behaviors.

MOGs are distributed systems that must maintain the user
experience despite the inherent latency of network commu-
nication. This opens a door to a class of cheats that ma-
nipulate the information exchange on the network to disrupt
the synchronization between the system nodes. Technically,
these cheats result in an increased communication latency
between two nodes of an MOG system. Examples of such
attacks are Lag Switch and DDoS [3], [4]. Individually,
these attacks can be prevented. However, their strength lies
in their duality, making them unsolvable when considered
together [5]: preventing one attack enables the other. Hence, to
defeat cheaters, MOGs should prioritize detection techniques.
However, detecting network flow manipulation is challenging
for a system that has no control over the network.

Our research aims to study network flow disruption cheats
detection mechanisms. The key question is whether genuine
latency can be differentiated from cheating latency based on
the information received by the nodes of the system. To
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approach this question, data containing behavioral traces in
a MOG environment is needed. To the best of our knowledge,
no dataset, labeling cheater and honest behavior, exist.

We started by designing a framework that can be leveraged
to generate a labeled dataset containing honest and cheating
behavioral traces in a MOG system. This aims to integrate, in
a MOG environment, the execution of network flow disruption
attacks alongside a logging mechanism. The framework is
configurable and generic to different types of games.

We present early results of traces generated with the frame-
work. They highlight the behavioral implications of network
flow disruption attacks on the different game synchronization
mechanisms. This validates the effectiveness of the framework
and serve as a stepping-stone for further work on network flow
disruption cheats. We plan to deploy the framework online to
collect further data in real gaming environments. In a second
phase, after studying the data obtained, the framework can be
leveraged to experiment with detection strategies.

The framework and the preliminary results are part of work
presented in a paper [6].

Section II presents the background regarding MOGs systems
and network flow disruption attacks. Section III presents the
framework proposed to study those cheats. Section IV shares
the early results of the framework in generating behavioral
traces. Section V presents the future research plans. Section
VI concludes the paper.

II. BACKGROUND

MOGs are distributed systems that are often implemented
following a Client-Server architecture in the gaming industry
[7]. In this model, the server maintains the authoritative game
state based on updates received from clients and synchronizes
the clients’ states accordingly. However, players experience
varying network latencies when communicating with the
server, which can introduce inconsistencies across players [8].

The software executed on the nodes of MOGs is based on a
game engine. Game engines are software frameworks imple-
menting libraries commonly needed by game developers, such
as graphics rendering, physics engine, as well as networking
and synchronization components [9]. This paper solely focuses
on Unreal Engine, whose source code is available publicly.
However, it is quite likely that other game engines, such as
Unity, are not immune to these issues.



A. Cheating in Online Games

Cheating is a major problem in the video game industry
[10]. Current research focuses on client-level cheats. They are
malicious programs that tamper with the game executable to
modify legitimate game behavior [11]-[13]. Such examples
are bots [14]-[16], or Information Exposure cheats [16],
[17]. Software solutions exist to counter these threats with
anti-cheats [18], [19]. However, as in the anti-virus domain,
a never-ending arms race persists between developers and
cheaters.

Cheats can also be carried out at the network level.
Network-level cheats have largely been overlooked, which
emphasizes the reasons for this work. We classify them into
the following categories:

Packet Tampering. These attacks exploit the content of the
packets and the related network protocols used by MOGs [20]-
[22]. Nonetheless, packet tampering cheats can be mitigated
by secure protocols to authenticate users and protect packets’
integrity and confidentiality [23]. Furthermore, mitigation at
the receiving end of the packet is possible.

Network Flow Disruption Cheats. This is a class of
cheating attacks that manipulate the flow of messages ex-
changed between the different nodes of a MOG to disrupt their
synchronization. Technically, they delay (or drop) the packets
transiting on the network link without modifying the data
embedded. Two types of attacks are described hereafter. Their
effectiveness is demonstrated by a video recording available
in a publicly accessible Dropbox folder [24].

(i) Lag Switch (LS): Attackers buffer outgoing updates
for a specific amount of time before sending them to the
server simultaneously [5], [18], [25]. Packets arrive in a burst
at the server. Upon receiving the packets, the server may
apply different synchronization mechanisms to reconcile these
updates and maintain the game state consistency for all players
[8]. In the experiments, we can observe that after an attack, the
server considers objects individually to reconcile their states
[24]. An attacker who buffers movement updates introduces
inconsistencies between his avatar’s location on the client and
the server. When he releases the packets in a burst at the
end of the attack, the reconciliation cancels those movements
and relocates the attacker to a location dictated by the server.
However, when the attacker buffers shooting actions and sends
them in a burst, the shots are not canceled by the server. They
are accepted by the server and replicated to the other clients.
This happens even when the shot is not possible on the other
clients’ versions. This object-based synchronization makes LS
effective as the opponent may not see the attacker because his
movements were canceled, but still dies because the server
accepted the attacker’s shot.

(i1) Distributed Denial-of-Service (DDoS): Attackers launch
attacks that use multiple compromised devices to overwhelm
a target [26], which is either the server or a specific player.
Server DDoS can disrupt gameplay for all players. It can be
used by cheaters to stop a game they are likely to lose [27].
Player-targeted DDoS delays game updates to and from the

player [5]. The victim of this attack experiences conditions
that are similar to suffering from a poor network infrastructure.

B. Network Flow Disruption Cheats are Unsolvable

Benhabbour et al. [5] highlight the duality between LS and
DDoS. With LS attacks, attackers add delay to their outgoing
updates. On the other hand, DDoS attacks target other players,
preventing them from sending or receiving updates on time. If
a server accepts late incoming packets, it makes the game
vulnerable to LS attacks. If a server rejects late incoming
packets, it allows DDoS attacks to affect honest players,
causing the server to invalidate their legitimate actions. This
duality hinders the development of mitigation strategies, as the
prevention of one attack enables the existence of the other.

Thus, if this class of attack cannot be prevented, the target
should shift on detecting cheaters. Detecting network flow
disruption attacks appears to be challenging as it requires
differentiating between genuine network latency and delay
artificially introduced by attackers.

The literature does not provide effective methods to detect
LS. Tandon et al. [25] uses a duration threshold to distin-
guish between accidental and artificial delay. This approach
risks misclassifying legitimate players experiencing abnor-
mally high delay as cheaters. Additionally, no method to select
the threshold value is proposed. Chen et al. [28] propose to
detect cheating by comparing Round Trip Time (RTT) with
ping times. However, an attacker may also manipulate the
timing of ping messages, including delaying them to match
the delays applied to game packets.

Detecting DDoS attacks is also challenging as victims
of DDoS experience regular connectivity issues like latency,
packet loss, or disconnection.

Thus, the next step should be to develop effective detec-
tion techniques to identify network flow disruption cheats.
However, to the best of our knowledge, there is no real-world
representative dataset that would enable researchers to come
out with applicable detection techniques. Addressing that issue
is the goal of the framework implemented for my research,
presented in Section III.

III. A FRAMEWORK TO RECORD CHEATING BEHAVIORS

The framework presented aims to experiment with network
flow disruption attacks and generate detailed traces that can
serve as a foundation for future works on developing mitiga-
tion techniques.

A. Specifications and Design of the Framework

The first objective of the framework is to allow players
to carry out network flow disruption attacks in a MOG
to observe how they proceed. For ethical reasons and to
make the game playable, we plan to hide cheats behind a
game logic providing superpowers to the users, hiding the
execution of a cheat. For instance, using a DDoS can be
hidden behind a superpower, freezing an opponent. These
superpowers must behave similarly to the observation realized
in previous real-life examples. The framework is interleaved



with the underlying game engine, enabling the collection of
data about the attacks and the game behavior on the different
nodes of the system. Among attacks presented in Section II-A,
the framework implements the following attacks: lag switch
and DDoS targeted against a player.

Thus, using the framework permits the collection of data
that helps understand the system’s behavior under attacks
and paves the way for further dataset analysis to understand
whether genuine latency can be differentiated from artificially
added latency. The data includes logging game events, labeled
when a specific player is using a specific cheat. These logs
are collected on each client and the server. On the client side,
the framework pushes back the logs to the server, enabling
synchronization to compare the logs over time.

The second objective of the framework is to automate both
the provided attacks and the game scenarios. This implies
automating the possible game events (e.g. player’s movements,
shooting action) as well as the cheats. This facilitates the
reproducibility of the experiments and allows for testing
different scenarios and their variants to identify their respective
implications. By automating these processes, a large dataset
can be generated through multiple runs of each scenario,
minimizing the impact of outliers.

The third objective of the framework is to be generic
with different MOGs. The interleaving in the game engine
facilitates its deployment with any game implemented on top
of the same game engine (UE in our implementation). This
feature can also be leveraged to determine if the same cheat
presents the same effect on another type of game and to deduce
if detection techniques can be approached in a generic way (a
technique applicable to all types of games) or if they should
target a specific type of game. Furthermore, the framework
is configurable and adaptable for other types of cheats that
researchers may want to implement for other purposes.

B. Implementation

The implementation is made of three main modules, de-
scribed briefly hereafter: 1) the attacks, ii) the logging, and iii)
the automation modules.

1) Attacks Module: The cheats are directly integrated into
the framework, which facilitates the mappings between the
game UI and the cheats through UE’s console commands.
We developed LS and DDoS with NetEmulation, a utility
included within UE to simulate network conditions such as
latency and packet losses.

Lag Switch. The framework buffers the packets for a specific
delay. Then, all the packets are sent together once the delay
has elapsed. This causes a burst of packets to be received by
the other end.

DDoS. Executing a DDoS attack is more complex than LS
to implement. For ethical reasons, we do not want to overload
players’ networks with an excessive amount of packets, which
could disrupt other services than the game, as it is the case
in a real DDoS attack. Hence, we simulate the outcomes of a
DDoS attack. It is directly realized by the victim’s client, who
is told to drop packets (incoming and outgoing). The attacker

starts the attack by sending the victim’s game identifier to the
server, which instructs the victim’s client to simulate the DDoS
for a specified delay. The severity of the attack simulated can
be configured: the amount of packet losses and delay.

2) Logging mechanism: The framework provides a logging
mechanism to gather traces that can be analyzed to study the
behavior at the different nodes of the system under an attack.
The framework can collect data about the game objects, such
as the player’s location or health, to observe and compare
their evolution on the different nodes. The data managed at the
game layer (e.g., health) is logged through methods provided
to the game late and thus requires minimal adjustment from
the game developer. Objects managed at the engine level
(e.g., movements) are directly logged. The framework can be
extended to log other objects’ states accessible from the engine
level.

The game events taking place are recorded on each client
and on the server. The mechanism works as follows:

o Logging starts at the beginning of the game. The object
logged are configurable and can include player data such
as Location, Health, Inventory. This data is labeled as
honest.

o When a player starts using a superpower (i.e., cheating),
the logs recorded are labeled accordingly.

o The logs are continuously serialized and stored in a
separate file on each client and on the server. The clients
periodically send their logs to the server, where they are
managed and organized by game time.

3) Automation Module: To reproduce multiple runs without
manual interference that may introduce discrepancies, we
design a Domain Specific Language (DSL) to automate the
game scenarios, based on JSON.

The DSL defines game events containing fields such as
times, positions, shots, and attacks. Each field is configured to
ensure that the player’s actions are executed at the desired time
and in the intended manner. Once the run finishes, the logs are
collected, and the same run can be repeated or modified by
adjusting the game scenario.

IV. EARLY EXPERIMENTAL RESULTS

This section presents the preliminary experimental results
obtained, leveraging the framework presented in Section III.
They highlight the implications of a MOG system while
launching the different types of network flow disruption cheats
implemented. The MOG and the framework are developed
with Unreal Engine. The evaluation has been realized in a
LAN environment. The results presented are examples of pat-
terns observed consistently across multiple runs. The figures
in this paper have been produced by parsing the logs generated
by different game scenarios. The testbed includes one server
and two clients. We perform experiments on each network
flow disruption attack. Our DSL enables us to write a specific
game scenario for each attack (and its variants).

1) Consequences of Lag-Switching: This experiment
presents the implications of LS attacks and highlights the
extrapolation implemented for the movements in UE.
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Fig. 1: Variation of LS Cheats, with time elapsed on the x-axis
and the avatar’s x-coordinate on the y-axis

Server extrapolation is a common technique used by MOGs
to minimize the lag for players experiencing unstable network
connectivity [8]. When the server does not receive informa-
tion from the client (or receives it delayed), it extrapolates
the player’s position based on the last data it received. To
demonstrate this behavior, we designed two game scenarios.
The first scenario demonstrates that if the player is not moving,
the server assumes the player will remain stationary. The
results of this scenario are presented in Figure la, where the
player starts to move (the straight, blue, line) only after having
started to buffer its packet (starting a LS attack). The second
scenario demonstrates an attacker who is already moving
when starting the attack. In this case, the server assumes
that the player continues moving in the same direction for
some time. This scenario is illustrated in Figure 1b, showing
an attacker in motion before initiating the attack. It is worth
noting that the extrapolation is realized following a pattern that
resembles stairsteps, highlighting that the engine is waiting to
receive information for a specific delay before extrapolating
the player’s position. In both scenarios, the attackers’s shoot
is only considered by the server at reception.

At the end of the LS attack (after 3 seconds), when
the burst of delayed information arrives at the server, the
server compares the position claimed by the attacker with
its extrapolated position. If there is a discrepancy, the server
forces the attacker to match the server’s recorded position, as
seen in Figures la and 1b.

2) Consequences of DDoS on a targeted player.: We
recorded the behavior of the MOGs system while a DDoS
attack targets a player. The framework simulates 95% of packet
losses on the network link between the server and the victim
in both directions. The results are presented in Figure 2.

We observe the evolution of the victim’s location with time,
on the victim’s client (straight green line) and the server
(dashed red line). We also notice when the attacker’s shot
is registered by the server (vertical red ’x’ line) and the
victim’s client (vertical green ’o’ line). Discrepancies are seen
within the movements; when the victim is under attack, their
movements are not seen on the server instantly. Sometimes,
some of their movement updates are considered by the server,
but the major effect observed is that the victim is relocated
to their original position whenever packets from the server
reach them. In particular, when the victim eventually gets the
packet from the server informing of the shot, one can also
see that the server moves the client back to where, in the
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Fig. 2: Consequences of DDoS attacks, with time elapsed on
the x-axis and the avatar’s x-coordinate on the y-axis

server world’s view, the victim was when the shot happened.
This results from information embedded in 5% of packets
being transmitted. This demonstrates that DDoS attacks cause
significant deviations between the server’s state of the game
and the state of the victim’s client.

V. RESEARCH PLANS

This section presents the future research plans to seek
detection strategies against network flow disruption cheats.

First, the objective is to collect data that helps to better
understand the inherent implications of such cheats, leverag-
ing our framework. The preliminary results presented were
conducted within a LAN, which minimizes network latency.
However, this is not the case for real MOGs, which rely on the
Internet, introducing inherent latency and instability. Thus, we
plan to deploy our framework online to collect logs at a larger
scale on the Internet. The framework will be integrated within
the Lyra Starter Game [29], an open-source game provided by
Unreal Engine as a sample for multiplayer game development.
This will allow players from different locations to participate
in game sessions. The use of cheats will be authorized and
gamified as superpowers or extra abilities, facilitating the
collection of cheating and honest data in real-world online
gaming environments.

In a second phase, this dataset collected online can be
leveraged to differentiate between cheaters and honest players
in MOGs and enable research on detection strategies.

The potential detection strategies could be implemented
within the framework for experimentation and evaluation.

VI. CONCLUSION

Network flow disruption cheats manipulate the latency to
disrupt game synchronization. This work demonstrated their
effectiveness on real MOGs. To streamline research for detec-
tion techniques, we propose a dedicated framework providing
attacks implementations, a DSL to automate game events and
attacks, and a logging system to generate labeled datasets
of MOGs behavior under cheating attacks. The preliminary
experimental results illustrated the framework’s effectiveness
in collecting data and emphasized the complexity of the
implications that network flow disruption cheats have on game
synchronization.

As part of future works, we plan to deploy the framework
online to collect players’ data in a real MOG environment.
This is to enable the research on distinguishing between honest
and cheating behaviors.
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